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currencies an
moved decisively
centre of global fina

No longer a speculative fron
financial infrastructure now
payments, asset issuance, and w
Traditional financial institutions a
finance protocols have converged, formin
hybridised ecosystem that brings together re
oversight and technological innovation.

This transformation is driven by the explosive
growth of stablecoins, the integration of cross chain
technologies, and a new generation of regulatory
frameworks that look to balance innovation with
consumer protection and financial stability.

Yet with rapid evolution comes heightened exposure to

crime risk. Cross chain laundering, industrialised fraud, S
smart contract exploitation, stablecoin manipulation,
and criminal use of artificial intelligence have reshaped
the nature of financial crime. Insurance, particularly
crime insurance, must evolve at equal pace to remain
fit for purpose.




INIGO

The Integration of DeFi
and Traditional Finance

Only a few years ago, decentralised finance
and traditional financial institutions looked
like opposing forces - one built on code and
autonomy, the other on requlation and trust.
But by 2026, the lines are blurring.

Marked by the accession of the second Trump term,
decentralised finance infrastructure has been widely
embedded within traditional financial institutions.

Banks, payment companies, and asset managers increasingly
use blockchain rails to deliver services that were previously
costly, slow, or operationally complex. Analysts expect a
continued acceleration of convergence, noting that institutions
are integrating tokenisation, smart contract driven settlement,
and decentralised liquidity infrastructure to reduce operational
risk and increase speed and transparency'.

Why? Because Defi offers
something no traditional
infrastructure can match:
24/7 global liquidity, instant
settlement, programmability,
and transparency.

Lending is one of the clearest examples of this convergence,
for example. DeFi protocols now run institutional grade,
permissioned liquidity pools where KYC approved entities can
lend and borrow using smart contracts. Collateral is monitored
in real time, liquidations are automated, and transparency
makes credit risk visible to all participants.

Likewise, payments are being quietly reshaped. Stablecoins

now constitute the majority of digital asset transaction volume,
highlighting their growing importance in payments. Their
widespread adoption similarly stems from stability, low fees, and
instant settlement. The DeFi rails enable instant cross border
transfers and financial access for SMEs in emerging economies.
Furthermore, the development of central bank digital currencies
alongside private stablecoins has created a layered digital
payments ecosystem combining public trust with private sector
innovation'. Private stablecoin issuers have had to mature
rapidly, enhancing compliance, adopting real time monitoring,
and integrating behavioural analytics to prevent misuse'’.

Decentralised finance has played a key role in reducing global
financial exclusion. Individuals in emerging markets now use
decentralised applications to access financial services without
reliance on traditional banking infrastructure. The ability to
transact cross border, store value, and earn yield without
intermediaries has strengthened economic participation for
millions. Governments and aid organisations increasingly
distribute funds through blockchain based channels to

ensure transparency and reduce leakage™.

The integration is no longer
optional. DeFi has become
infrastructure and traditional
finance is learning to operate
within it.




Government Reqgulation in 2026:
Balancing Innovation and Stability

If there is a single force driving
requlatory urgency, it is the sheer
scale and sophistication of cross chain
crime. The numbers are astonishing.

In 2025, illicit actors laundered more than $21.8 billion across
decentralised exchanges, cross chain bridges, and instant swap
services - triple the levels recorded just two years earlier'.

No longer do criminals rely on a single blockchain. They now
leap across dozens, using “chain hopping” to break investigative
trails, frustrate law enforcement, and cash out before detection.
This evolution has caught the attention of global requlators and
forced them to confront the truth that decentralisation may be
an innovation, but it’s also an opportunity for evasion.

Reqgulators have responded by expanding the definition of
Virtual Asset Service Providers (VASPs) to include semi
decentralised entities, requiring KYC controls even for services
that claim to be “trust-less.” And they’re not stopping there.
The rapid adoption of advanced analytics capable of screening
transactions across 50+ blockchains has become a regulatory
expectation rather than an optional extra“.

At the same time, stablecoins - once seen merely as convenient
dollar substitutes - have drawn intense scrutiny. In 2024, they
accounted for 63% of all illicit crypto activity", with sanctioned
actors increasingly favouring them as alternatives to the
traditional banking system"i. This has led to tighter oversight of
reserve management, redemption rights, and real time
monitoring requirements, turning stablecoin issuers into
entities that increasingly resemble requlated banks.

It is important to note that although these numbers appear
daunting, fraudulent transfers in the digital asset world still
account for a fraction of those in the fiat world on a comparative
basis. According to the 2024 Crypto Crime Report from crypto
data analysis firm Chainalysis®, criminal transactions account for
only 0.34 percent of total on-chain activity, with this proportion
continuing to decline. In 2023, illicit addresses transferred
$22.2 billion in cryptocurrency, representing a 29.55 percent
reduction from the $31.5 billion sent in 2022. These figures

are notably minor compared to the estimated $3 trillion to $5
trillion in fiat currency - up to 5 percent of global GDP - that is
laundered annually through the traditional financial system, as
reported by the International Coalition Against

[llicit Economies>.

But perhaps the most surprising requlatory catalyst has been
the rise of Al enabled crime. Deepfakes, synthetic IDs, Al
generated onboarding documents and impersonation scams
have made fraud both easier and more scalable than ever®. As
a result, identification and communication standards worldwide
are being rewritten, with biometric liveness checks and
behavioural analytics fast becoming mandatory.

Scams such as social
engineering, deepfake
investment schemes, and
artificial intelligence enabled
identity fraud have reached
unprecedented scale.

Source: infolob.com/infolob-primer-facial-recognition-and-ai-2/
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Advanced social engineering techniques and Al generated
content allow criminals to impersonate executives, bypass
know your customer checks and deceive victims globally*.

The complexity of cross chain crime has forced requlators

to cooperate internationally. Law enforcement agencies and
financial intelligence units now rely on blockchain analytics to
share intelligence and coordinate action against transnational
cybercrime groups.

Significant increases in North Korean and Iranian linked
laundering activity have further catalysed global alignment.
North Korean threat actors alone account for approximately
twelve percent of these flows, using sophisticated automation
and multi hop chain hopping to confuse investigators®i.

As digital finance has matured, global regulators have
evolved from enforcing reactive rules to designing forward
looking, innovation friendly frameworks.

THIS SHIFT INCLUDES: NJ

MANDATORY LICENSING
of digital asset service providers

OVERSIGHT OF DECENTRALISED PROTOCOLS
where governance structures indicate control

EXPANDED KNOW YOUR CUSTOMER
and anti money laundering expectations

INCREASED SANCTIONS
related monitoring and cross border operation

Requlators note that decentralised exchanges, cross chain
bridges, and coin swap services now play a significant role
in global money laundering, requiring new forms of digital
supervision and analytics*". The world’s financial watchdogs’
stance is clear; they are no longer playing catch up - they’re
trying to get ahead.

GOVERNMENTS MUST STRIKE A BALANCE: J

Encourage innovation by
allowing experimentation
within controlled sandboxes.

Protect consumers from
scams, de-peggings, or
protocol failures.

Maintain financial stability
amid rising interconnectedness
across chains.
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Analytic capabilities such as holistic screening,
virtual value transfer event mapping, and real time
behavioural detection now support regulators in
identifying systemic risks early*".
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Crime Insurance
in the Digital Age:
Adapting to a
Multi Chain Risk
Environment

As discussed, the risks facing financial
institutions today extend far beyond
traditional theft or internal fraud.
Criminals now exploit multichain
laundering pathways, smart contract
vulnerabilities, Al driven impersonation,
deepfakes, and stablecoin rails -
exposures conventional crime policies
were never built to contemplate.

Inigo’s Bond Protect responds to this shift by offering modern,
comprehensive coverage designed for the digital asset era.

It addresses issues such as direct digital asset loss, Al enabled
fraud, and blended cyber physical attacks, with full limit
protection that removes outdated limitations like verified
instruction requirements.

Recognising that many firms remain anchored to longstanding
primary bond forms, the Inigo Crime Excess (ICE) solution
provides broader DIC/DIL protection without requiring
wholesale policy replacement. ICE fills the gaps left by

legacy wordings - including digital asset losses and social
engineering fraud - while preserving clients’ established policy
structures.

Together, these products ensure that financial institutions
stay protected against both traditional and emerging crime
methodologies, offering clarity, breadth, and relevance in
an environment where digital value moves instantly across
borders and between chains.
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Conclusion
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For crime insurance, the /////
message is unequivocal: modern : :
risks require modern cover. ~ v

The digital currency revolution has ushered in a new .
financial era - faster, more open, and more globally 4 &'
interconnected than any system before it.

Decentralised finance and traditional finance have

converged, supported by increasingly sophisticated

reqgulatory frameworks and rapid institutional adoption.

But innovation brings new exposures. Cross chain
laundering, artificial intelligence powered scams,
stablecoin based financial crime, and protocol level
vulnerabilities all challenge the assumptions that
underpin traditional crime insurance.

To remain relevant, insurers must embed blockchain

analytics into their underwriting, expand coverage to

reflect emerging risks, and collaborate with regulators, :
investigators, and technology partners. Those who -
innovate will not only provide essential protection but

will also strengthen trust, integrity, and stability across

the rapidly evolving digital financial system.

REFERENCES

i https://www.elliptic.co/blog/cryptoasset-and-tradfi-convergence-set-to-accelerate-in-2026 '

ii https://www.elliptic.co/blog/stablecoin-compliance-what-issuers-and-financial-institutions-need-to-know

i https://www.elliptic.co/blog/eight-areas-where-crypto-may-already-be-in-your-banking-ecosystem

iv. https://www.elliptic.co/blog/how-blockchain-technology-changes-risk-assessment-for-financial-institutions

\% Elliptic - State of Cross Chain Crime 2025, pp. 4-16.

vi  Elliptic - State of Cross Chain Crime 2025, “Blockchain Coverage”, pp. 10-14.

vii ~ Chainalysis - Crypto Crime Report 2025, pp. 7-9.

viii  Elliptic - Typologies Report 2025, “Stablecoin Proliferation”, pp. 36-42.

ix  The Chainalysis Crypto Crime Report 2024

X https://icaie.com/2024/03/illicit-trade-is-emerging-as-a-top-5-world-economy-gdp-in-2024-yielding-
criminals-bad-actors-and-threat-networks-between-3-5-trillion-a-year-in-illicit-wealth/

Xi Elliptic - Typologies Report 2025, “Al Enabled Crime”, pp. 12-20.

xii  Elliptic - Typologies Report 2025,

xiii  Elliptic - State of Cross Chain Crime 2025

xiv  Elliptic - State of Cross Chain Crime 2025

xv  Elliptic - Typologies Report 2025

[

10



FOR THE
LOVE OF
DATA —

INIGO

M inigoinsurance inigo_insurance
X inigo_insurance @ inigoinsurance

Legal Disclaimer:
This report is based solely on publicly available information. No representations or warranties are
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made regarding the accuracy or completeness of the content, which is provided for informational
purposes only and does not constitute professional advice. The company disclaims all liability
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fully arising from reliance on this report permitted by law.



